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- n¥wdau (Asset) - Adiifimdllasumsseylunu A

- wannsalfsAnau (Threat Event) - wgnianinislaniiissylua B
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Legend: Threat Event | Vulnerability | Asset | Consequence
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Attacker Performs an SQL Injection on an Unpatched Legacy Web Application to

Download Sensitive Patient Medical Records.
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Internal Staff Makes a Fraudulent Payment Instruction Exceeding Bank Account

Balance On The Payment System With No Set Limit, Resulting in a Bank

Overdraft.
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wummmlulmuaummmmmﬂnas scADA Tadlddasasusesnisidngseuuiiudunay
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Unauthorised Employee Accesses The SCADA Server Using Default login
Credentials and Execute Shutdown Command To Disrupt The Water Supply
To The Entire East Side Of Bangkok.
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Attacker Delivers Spear-Ohishing Email To Unsuspecting User, Which When
Clicked, Triggers The User Account To Perform SMB Authentication With Malicious

Server and Discloses Hashed Credentials.
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