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@ Fraud (26.9%)

@ Intrusion Attempts (17.2%)

@ Intrusions (26.9%)

@ Malicious Code (28.9%)
Au

ThaiCERT

Thailarnd Computer Emergency Responss Team
a member of ETDA
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ZERO-DAY ATTACK
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SIGNATURE BASE



What they do / What is target ?

How to attack / Who can-attack ?

I
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CHECK TOOLS

A | https://www.virustotal.com

Mvirustotal

VirusTotal is a free service that analyzes suspicious files and URLs and facilitates
the quick detection of viruses, worms, trojans, and all kinds of malware.

[ File @ URL Q Search

No file selected Choose File

Maximum file size: 128MB

14:19:9 SECURITY



J
|
- -

i

-

o




\i‘ \

IMPACT OF PHISHING

"

Repu’ro’rlon

Money /
y

Etc,

14:19:9 SECURITY

A wl-

/

N






RISK OF PHISHING
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HOW PHISHING WORKS

o
> 5

Spear Phishing
E-mail

Attacker

Sensitive Data
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Email-Filtering
(Anti-Virus/Spam)

Proxy, DLP, IPS/IDS

Compromised
User

Sensitive Data
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H PayPal <confirmagain@ppservice.com>
Your PayPal account has been limited
Tor

RNRGER

P PayPal

égl} Y 1 0
L‘L!?J‘I’iﬂ‘l’ilﬁ\‘lﬂ’i%‘lfnﬂﬁ

Update Required!!

Recently, there's been activity in your PayFal account that seems unusual
compared to your normal account activities. Please log in to PayPal to confirm

your identity.

This is part of our secunty process and helps ensure that PayFal continue to be
safer way to buy online. Often all we need is a bit more information. While your
account 15 imited, some options in your account won't be available.

How to remove my limitation?

You can resolve your imitation by following these simple steps:

Lot Dl http://www.paypal.com




AL NDLNANADNA

Dear Client,
You have receiv

To view thi
"Messages".

Regards,

KRUNG THAI BANI

f \
_/ f4 KTB netbank : Inter X '\

’ (B ccdm.edu.bd/ktb/1/index. htm
r J KTB netbank
ISNSsLIAISULBUINOSIUO

fetbank S

Forgot your passwaord?

GuleAnana31ve IS https:/www.ktbnetbank.com/

BB

Captcha

what is it?

Login

A rihisn AUASIBUSNS SHUUSNIS 1 UBMsdU q swatdvawaantun | Glacdesunms

wuzdIUSN s KTB netbank |
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HOW SPOT PHISHING
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HOW SPOT PHISHING

& iTunes Connect

F please type the Credit Card Information, to | Cardholder's Name

verify that Credit Card is belongs to you

mes

‘ Credit Card Number \

\d
L

Expiration Date : Month -| Year |

| Card Verification Code

| Card Signature/PIN ( Optional )

1 - >4 1

‘lalme'anil’mgamummu 1Imsiszanmalsedndu visa LURsLATARALILL

<

nldugdadaianam
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HOW SPOT PHISHING
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Full Name :

Date of Birth :

Credit Card Number

Day + Month = Year -

o > =L

-

Expiration Date :

Social Security N? :

Choose your
security question :

Answer :

Month = Year =

HORCK, - ROROK - KK

Your best friend's name ? b
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DATA URI

Back Archive Spam Delete Move to ™ Labels * More ¥

Inbox maiin Phishing illyasinizend ‘Data URI

mioldlainllss Location Bar veuvsuwes
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CHECK TOOLS
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WEB OF TRUST

IJudouiaSuuu browser
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WOT - Google '
(- =2 C | https:/ fwww_google.com)/ |°E

Safe Browsing Tool | WOT (Web of St) o

WWW. mywut c:nmf v

AT (n a fan -

Free Animated Screensavers Desktop Wallpapers -

Screensavers.com QO

Screensavers com is the leader in free desktop walipapers and screen
savers for your computer. O woyr F pciude holiday
screensavers. ... - m—

Wew SCreensavers comy . §| |UEIwEaning o

Screensavers - The V o
ree and Cugom ot o ‘ ___;"
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GO g Ie malware

Malware - Wikipedia @ @ Mctee
https://en.wikipedia.org/wiki/Malware ¥

L =
Iﬁ'ﬂuuuﬂ Malware, short for malicious software, is any software used to disrupt computer or mobile operations,
. gather sensitive information, gain access to private ...
ﬂg‘]Uthz"joﬁo Computer virus - Scareware - Linux malware - Mobile malware

HSoIUU Malwarebytes | Free Cyber Security & Anti-Malware Software @

5u 0S¢ Hgo]lj https://www.malwarebytes.com/ ¥
Malwarebytes protects you against malware, ransomware, and other advanced online threats that have

made antivirus obsolete and ineffective.
Malwarebytes Premium - Anti-Malware for Mac - Malwarebytes 3.0 Premium Trial

SE ‘ Malwarebytes protects you against malware, ransomware, and other advanced online threats t

made antivirus obsolete and ineffective.
nﬂﬁlll!ﬁrﬂh\ !+l‘\ﬂ Dl‘l‘\m:llw\ _ AH": hﬂﬁl\llﬁl’ﬂ 'FI\F hﬂﬁﬁ o hﬂﬁllil’ﬁrﬂh\ !"l‘\ﬂ O n DFI‘\M:I 1 F % TIF:J‘"!I







Dropbox InunsnvayalUinou 70 awunoninn (BUIVALUWNEIISANUEDY)

By kangg O Sep 1, 2016 @ 7:35 PM

m

nnaiagnauii Dropbox ladesdiuanig lrauin lasililaidsusiatinuiassauanaeil 2012 vzl

= Fo ar EY ar Jd o o = ' o = EY 4
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paullizayanannIualina el Dropbox was Ty ldui e ailasusdaniuasaiuanansil 2012 14
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Username

Silly Jack

Password

123456 %k k k%

;J‘\

N

O o0 A W

N

10

password
12345
12345678
football

qwerty

1234567890

1234567

princess

2

) =)

J_J_I

Unchanged

2/
1N
2/
2N
57
1
12/
2

\Jﬂa '

/ 123456 j Unchanged

welcome
loveme
abci123 zag1zaq1

admin password1

2000

121212

flower

password

dragon

sunshine

1N
=t
&
&
6 A
3N
$




HOW TO CREATE A STRONG PASSWORD

[Bonusmalania:lnny

[Baryanuniua:znolav
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HOW TO SECURE YOUR PASSWORD

o /

Tuvannsonss Lgnwaaiosa
wAa1dsnsounuins R voulifna: account

rulsA191neo ivaguwadiasn

IJuwnaIasA NN 3 Inou
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GOOGLE HACKING
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charar a link

SHARK ATTACK!! women eaten alive by shark

She was swimming naked at that time and suddenly a shark swallow her

Like - Comment - Share
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C wall

|
Basic Info
‘ Name:
Category:
Information Description:
Category:
Internet & Technology - Cyberculturs
Description:
IF you wanrk to grab a FREE Apple
iPAD, please follow the S easy steps
and Get your FREE Apple iPAD:
1) CLICK ON "Jain" &t the top of this
page Privacy type:

FREE iPAD! FREE IPAD! FREE iPAD! | 4% Join

Info

Discussions Photos Video Events

FREE iPAD! FREE PAD! FREE iPAD!
Internet & Technology - Cyberculture

IF yvou wark to grab a FREE Apple iPAD, please follow the S easy steps
and Get your FREE Apple iPAD:

1) CLICK Of “Jon" at the top of this page

2) On the bottom left of this page there & 2 Iktle button that says
"Share".,. Cick it, and hit "Share" when it pops up. This allows the like
feature to be used on al of your friends' pages

3) Open the folowing link in & new window (that is the same as clicking
"Inwvite People to. .. (read more)

Open: All contert: is public,



59 ARLATNN

facebook Search for people, places and things

[VIDEO] RIHANNA SEX TAPE 4 Events
W Public - By =y =

--'I -

Coing (1)

Y iw= § p
3 Hos)
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B - 3 other friends shaced a link

Switch To Pink Facebook (Limited Time!)

pinktbookprofile.blogspot.com

Say goodbye to the boring blue profile and say helio to the new |
pink profie!!

Share
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Please complete the following two steps

Click on “Like™

U1 facebook ABIAMLING

e‘ e]
and 5472 other people from BucharestMovi SadMovi SadMovi Sad, RomaniaSerbiaSerbiaSerbia are currentty Watching vour profile.

Find out who is looking at your profile

This application allows you to check who visited your
profile. Get a detailed report of profile IDs and dates,
as well as total views count.

To see your stats, please complete the following
two steps.

See your stats !




Kl Help Center

4 Go to News Feed

4

#h Desktop Help » Get Started on Facebook

Signing Up

Logging In

Finding Friends
How to Post & Share

What's New on Facebook

Common Myths About Facebook

14:19:9 SECURITY

Can | know who’s looking at my Timeline or how ofte Q

English (US)

Can | know who’s looking at my Timeline or how often it’s being
viewed?

No. Facebook doesn't let you track who views your profile or your posts (ex: your photos). Third-party apps are
also unable to do this.

If you come across an app that says it can show you who's viewing your profile or posts, please report the app.

How helpful did you find this answer? Permalink - Share - Related articles

@ROOE
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14 Social Media lidaanng
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14 Social Media lidaanng
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47 Social Media lyidaanns

PN ANSHESNENAINNLIDANBADI TNSANNADI AL

aulFInsawndszinnla
O Android, iPhone n3a iPod Touch
Oaun MIdon Other a:ldumsal SMS widadio

AuANS6Ha

I . o v . X - - pot & ¥,
AADITINANNABADWIWH I ADWILAIAAN WAl LADTHE
BERNEVT

- v o v -, o o A
WATNAFDUEIATWIAA UauTHATNE1ANUYADAAEALTINY UL
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14 Social Media lidaanng

~ W ~ A - - o o, 2+ o, 4
SAFWIULANW LSHWIIWHLIAHN ININUTAANTBULDNW AT WTHAANIBUDW

vunnnswasuulas (BTG 1 @

v 1 . 1, i ~
miauzumm‘itmsjizuumaae""lumu’ﬁﬂ?m’mﬂmLﬁua“lu'tunmn
AN ENENNIEIINAVUDWTALNAIINFTeUnT a1 Facebook 12

= Xbox
= Spotify
= Skype
AndtvAINTALINguaNIMARIADEWTADANETANTH SHRWIULAN

unwsnanwUd Facebook 2avAte AMIZADILDWIHANIWID
WIRWIEZDIAKINATY
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14 Social Media lidaanng

v A 1 o . - " 1
UDwHD 2 DIUDNNANE DINITOWNALAZIEHINATUTEINATAR TN
VAR TWHA:

}‘e.g‘ iPhone, Skype or Jabt;

USSHIRSNARIU

Your skype password:
AR e

Enter the password above into the password field of skype . You
won't need to generate app passwords for skype again.

Next Password m
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14 Social Media lidaanng

1§ Zulaauu

nun Bangkok, Bangkok, Thailand (a1
Ussunoe)

Uszinnaunsm: Firefox us Windows 8
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14 Social Media lidaanng
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19
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471 Social Media ludaanng
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471 Social Media ludaanng

wngszuuale Facebook

@ https://www.facebook.com/dialog/oauth?app_id=193207127471363&client_id

K3 hgszuudas Facebook

PetBy;

Dek-D azlasudayaninaluil: doyasdiu?
#1575 WAz NBNSINEUDIAN

& mseflunsiiazliaygnalvivanwasalds Facebook.

Wau'lulumslduanwdiady - uleunaauilusiud BALAN m
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MOBILE ADDICT



Smart Phone Attack

™D (o--d .o e Xo (b-ao-d

(a) Example patterns belong to the simple category.

0t 12 1Y

e

(b) Example patterns belong to the median category.
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| | contacts.dump_2015100723591 3.txt
| ~

Date: 2015-10-07 23:59:26 -07060

0S: Android 5.0 - Linux 3.4.39-4115321 (armv/7l)
Remote IP: 10.60.96.54

Remote Port: 40973

Contact

#1

Name : At Sa Vin n3#d

Number -

Number : At Sa Vin njidd

Number e nutl

#2 J 1 f‘l 1 1
Name : A Ka Rin SRT oy . (“' : . — g
o e | LIST OF Contact
Numbe r : A Ka Rin SRT

Number : null

#3

Name : At Ta Wut SB

Number :

Number : At Ta wWut SB

Number : null

Plain Text ¥ Tab Width: 8 = Lnl Coll ) < INS
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-
| lm' sms_dump.2015-/1101010642.txt | Save —_ ' g @ °

*calllog_dump_20151101010614 txt *sms_dump_20151101010642.txt

Date: 2015-11-01 01:06:43 -0700

0S: Android 5.0 - Linux 3.4.39-4115321 (armv/71)
Remote IP: 10.60.96.77

Remote Port: 57942

#1

Type : Incoming

Date : 2015-11-01 00:54:12
Address : Q27777777

Status : NOT_RECEIVED

Message : s.teshwwanuazamnlasdifioyatasinifiaSCB -- :Je)ﬂ-fwn‘l -mumnua 06/1 1 veafanin

muth szud

#2|

Type : Incoming

Date : 2015-10-30 04:03:09
Address : 2Get

Status : NOT RECEIVED

Message : ’i’uﬁ;\pdwrﬁ&m!’wﬂ\hucym%unzmﬁu‘!’smwmmlwﬂn: 1900222000

Plain Text ¥ Tab Width: 8 = Ln 18, Col 3 » & INS
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*calllog—dump_20151101010614.txt
| |k | -/

Date:
0S:

#1
Number
Name
Date

Type

#2
Number
Name
Date

Type

#3|
Number
Name

Remote IP:
Remote Port:

Duration:

Duration:

2015-11-01 01:06:15 -G700
Android 5.0 -

Linux 3.4.39-4115321 (armv7l)

10.60.96.77
57942

Thu Oct 08 07:25:44 GMT+07:00 2015
OUTGOING

36

Wed Oct 07 15:07:09 GMT+07:00 2015
INCOMING
144
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Mouse Jacking
. Mouse Movement

> e

1. Victim moves their 2. Victim’s mouse 3. Attacker’s USB dongle
mouse transmits unencrypted overhears packets sent by the
RF packets victim’s mouse

Attacker Identifying a Victim’s Mouse or Keyboard

@
ﬁ(@. o>

Pairing New Device

> ()

Pairing
Request

0
i

1. Attacker generates a 2. Attacker’s USB dongle 3. Victim's USB dongle receives
forced pairing request transmits a pairing the pairing request and pairs a
sequence request fake keyboard

Attacker Force-Pairing a Fake Keyboard with the Victim's Dongle

Typing Malicious Keystrokes

QQ
)
=0

1. Attacker generates an 2. Attacker’s USB dongle 3. Victim’s USB dongle receives
unencrypted keystroke transmits an unencrypted and types the unencrypted
sequence keystroke sequence malicious keystrokes

Attacker Injecting Keystrokes into the Victim's Dongle
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